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0 1  ·  P U R P O S E

Secure software starts with understanding
Secure software is not created
through security testing alone.

Security begins with understanding what a system is
expected to do, what information it processes, who
will use it, which systems it communicates with and
what could happen if its confidentiality, integrity or
availability is compromised.

ITO therefore integrates security considerations
throughout the software engineering lifecycle. Our
approach combines requirements analysis,
architecture, secure development practices, review,
testing, controlled deployment and continuous
maintenance.

This document provides a high-level overview of
that process.

S E C U R I T Y  B E G I N S  B Y  A S K I N G

What should the system do?

What information does it process?

Who will use it?

Which systems does it talk to?

What if C, I or A is compromised?

This document intentionally does
not disclose sensitive internal
procedures, security
configurations or product-specific
implementation details.
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0 2  ·  O U R  E N G I N E E R I N G  L I F E C Y C L E

Eight stages, one continuous loop

Security is not a final testing phase.
It is an engineering consideration
throughout the lifecycle.

T H E  I T O  E N G I N E E R I N G  L I F E C Y C L E

01 REQUIREMENTS Business · Operational · Security · Regulatory

02 ARCHITECTURE
Components · Data · Identity · Integrations · Trust
boundaries

03 DEVELOPMENT Secure coding · Dependencies · Configuration

04 REVIEW Peer review · Automated checks · Architecture review

05 VERIFICATION Functional · Security · Integration · Performance

06 RELEASE Controlled build · Approval · Deployment

07 OPERATIONS Monitoring · Maintenance · Vulnerability management

08 IMPROVEMENT Lessons learned · New requirements · Emerging risks

↺

Our engineering lifecycle 03



0 3  ·  R E Q U I R E M E N T S  &  R I S K

Understanding before building
Secure development begins before source code is written.

ITO engineering teams first seek to understand the operational environment in which the software will
function. Relevant considerations may include:

Users? Who will access the system and with what responsibilities?

Information? What information will be processed and how sensitive is it?

Integrations?
Which internal and external systems will communicate with the
solution?

Availability? What are the operational consequences of downtime?

Auditability? Which activities must be traceable?

Infrastructure? Where and how will the solution operate?

Governance?
Which institutional, contractual and regulatory requirements
affect the system?

Security requirements can then become part of the solution requirements rather than an additional layer
introduced after implementation.

Requirements & risk 04



0 4  ·  S E C U R E  A R C H I T E C T U R E

Security starts with architecture
Many security properties of a system are determined by architectural
decisions made before implementation begins.

I T O  S O L U T I O N  A R C H I T E C T U R E  M A Y  T H E R E F O R E  C O N S I D E R

System
boundaries

Trust
boundaries

Identity and
access
models

Data flows Privileged
operations

External
interfaces

Integration
mechanisms

Logging
requirements

Failure
scenarios

Deployment
architecture

The objective is to reduce unnecessary exposure and establish clear boundaries
between users, services, information and external systems.

Defence in depth
ITO favours layered security architecture rather than reliance on a single security mechanism.
Depending on the solution, controls may exist across:

Identity → Application → API → Data → Audit → Infrastructure

Failure or compromise of one layer should not automatically provide unrestricted access to the
broader system.

Secure architecture 05



0 5  ·  S E C U R E  D E V E L O P M E N T

Building with security in mind
During implementation, developers are expected to apply secure engineering
practices appropriate to the technology and application being developed.

T H E S E  M A Y  I N C L U D E

01 Input and output validation 02 Appropriate authentication and
authorisation

03 Secure handling of sensitive information 04 Controlled error handling

05
Protection against common application
vulnerabilities 06 Secure configuration practices

07
Management of third-party
dependencies 08

Separation of sensitive configuration
from application code

Relevant OWASP guidance may be used as a reference for application-security risks and secure
development practices.

Secrets and configuration

AVO I D E D

Credentials, API keys, certificates and
other sensitive configuration

unnecessarily embedded within
application source code.

I N S T E A D

Sensitive configuration should be handled

according to the architecture and
deployment model of the relevant
solution.

Secure development 06



0 6  ·  C O D E  R E V I E W  &  C H A N G E  C O N T R O L

Changes should be reviewable and traceable
Software development requires controlled change.

ITO development workflows should provide appropriate traceability between software requirements, source-code changes and
released functionality.

Requirement
What the change is meant to
achieve.

→
Source-code change
Versioned and attributable. →

Review
Proportionate to impact. →

Released
functionality
Traceable back to its origin.

C O D E  C H A N G E S  M A Y  B E  S U B J E C T  T O

01 Version control 02 Peer review 03 Pull-request workflows

04 Automated checks 05
Additional review for security-
sensitive functionality

The level of review depends on the nature, complexity and potential impact of the change.

0 7  ·  S E C U R I T Y  V E R I F I C A T I O N

Verify before release

Security verification complements functional and quality testing.

Depending on the solution, release and risk profile, verification activities may include:

01 Authentication and authorisation testing 02 Input-validation testing

03 Dependency vulnerability scanning 04 Automated code analysis

05 Configuration review 06 Integration-security testing

07 Manual security review 08 Penetration testing

T H E  D E P T H  A N D  C O M B I N A T I O N  O F  A C T I V I T I E S  A R E  D E T E R M I N E D  B Y

System risk Architecture Project requirements Significance of the
release

Code review, change control & verification 07



0 8  ·  T H I R D - P A R T Y  D E P E N D E N C I E S

Modern software has a supply chain
Modern applications depend on frameworks, libraries,
operating systems, databases and other third-party
technologies.

These dependencies can introduce vulnerabilities even
when ITO-developed application code has not changed.

Relevant third-party components should therefore be
considered throughout development and maintenance.

Where security vulnerabilities affecting relevant
dependencies are identified, their applicability and
potential impact should be assessed and appropriate
remediation considered.

Frameworks Libraries
ITO application

code
Operating systems Databases

0 9  ·  C O N T R O L L E D  R E L E A S E  &  D E P L O Y M E N T

From source code to production

Production software should be introduced through controlled release and deployment processes. Depending on the
project model, controls may include:

01 Defined release
versions

02 Authorised
deployment

03
Environment-
specific
configuration

04

Separation of
development,
testing and
production

05 Deployment
documentation

06
Rollback or
recovery
procedures

07 Release
traceability

Production environments should be treated differently from development environments because they may
contain operational information and support live institutional processes.

Dependencies, release & deployment 08



1 0  ·  S E C U R I T Y  A F T E R  R E L E A S E

Software security continues in production
A secure release can become vulnerable over time.

New vulnerabilities may be discovered in application frameworks, dependencies, infrastructure components
or technologies on which the solution depends. ITO therefore treats maintenance as part of the security
lifecycle. Activities may include:

01 Vulnerability assessment
Evaluating vulnerabilities relevant to
supported software.

02 Dependency updates
Updating affected components where
appropriate.

03 Security fixes
Developing corrective releases for
confirmed vulnerabilities within ITO-
maintained components.

04 Operational feedback
Using incidents, defects and customer
feedback to improve future releases.

05 Lifecycle management
Considering support status and security
implications of underlying technologies.

Security after release 09



1 1  ·  C O N T I N U O U S  I M P R O V E M E N T

Engineering processes evolve
Secure development is not a static checklist. Engineering practices must evolve as technologies, threats, vulnerabilities, regulatory
expectations and operational requirements change. ITO therefore uses lessons learned from development, testing, production
operations, security assessments and customer environments to improve its engineering practices over time.

1 2  ·  S H A R E D  R E S P O N S I B I L I T Y

ITO develops and maintains software within an ecosystem that may also include customer-managed infrastructure, external systems
and third-party technologies. Secure operation therefore requires coordination between:

I T O

Application architecture,
engineering, product
security and maintenance
within the agreed scope.

C U S T O M E R
I N S T I T U T I O N

Users, permissions,
governance, operational
procedures and customer-
controlled infrastructure.

I N F R A S T R U C T U R E
P R O V I D E R S

Hosting, network,
operating systems and
infrastructure controls
where separately
managed.

T E C H N O L O G Y
P A R T N E R S

Security and lifecycle of
independently provided
products and services.

Detailed responsibilities depend on the specific deployment and contractual arrangement.

A secure development lifecycle is not defined by never
finding vulnerabilities.

It is defined by the ability to identify, understand, remediate and learn from them.

Continuous improvement & shared responsibility 10



1 3  ·  D E V E L O P M E N T  A S S U R A N C E

Information for technical due diligence
Customers and partners may require additional information
about ITO engineering processes during technical or
supplier due diligence.

Where appropriate, ITO may provide additional
documentation concerning secure development, security

testing, architecture, vulnerability management and release
processes.

Sensitive internal procedures and technical information may
be provided through controlled assurance channels where
justified.

F O R  A D D I T I O N A L  I N F O R M A T I O N

ITO Security Whitepaper →

ITO Responsible Vulnerability Disclosure
Policy

→

ITO Privacy & Data Governance →

ITO Responsible AI Principles →

1 4  ·  O U R  E N G I N E E R I N G  P R I N C I P L E

Security is not something we add to finished
software.

It influences how we understand requirements, design architecture, write code, verify changes, deploy systems and
maintain them over time.

O U R  O B J E C T I V E

To build software that is not only functional at delivery, but maintainable, auditable and capable
of evolving securely throughout its operational lifecycle.

Development assurance & engineering principle 11



I T O  T R U S T  D O C U M E N T S

Engineering
Digital Trust.
R E L A T E D  D O C U M E N T S
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ITO Security Whitepaper
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ITO Privacy & Data Governance
I T O -T R U S T- A I - 0 0 1

ITO Responsible AI Principles

D O C U M E N T ITO Secure Development Overview
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