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0 1  ·  P U R P O S E

Responsible data governance by design
ITO develops digital platforms used by government
institutions, public safety organisations and other
organisations operating complex and mission-critical
processes.

These systems may process personal, operational or otherwise
sensitive information. Responsible data governance must therefore
be considered throughout system design, implementation, operation
and maintenance.

This document describes the principles used by ITO when designing
technology that processes or provides access to institutional data.

I T O  A P P R O A C H E S  P R I V A C Y  A N D  D A T A  G O V E R N A N C E  T H R O U G H
S I X  P R I N C I P L E S

01

Purpose
limitation
Processing for
defined and
legitimate
purposes.

02

Data
minimisation
No unnecessary
collection or
duplication.

03

Controlled
access
Access for
authorised users
and systems
only.

04

Accountability
Relevant activities
recorded where
required.

05

Security
Protection
throughout the
information
lifecycle.

06

Transparency
Clear roles and
documented
governance.

This document does not replace the legal,
regulatory or governance responsibilities of the
institution operating the system.
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0 2  ·  I N S T I T U T I O N - C O N T R O L L E D  D A T A  G O V E R N A N C E

Technology enables governance. Institutions
define it.
ITO platforms are designed to operate within governance frameworks defined by the
organisations using them.

D E P E N D I N G  O N  T H E  A P P L I C A B L E  L E G A L  A N D  C O N T R A C T U A L  M O D E L ,  T H E  C U S T O M E R  I N S T I T U T I O N
D E T E R M I N E S  M A T T E R S  S U C H  A S

01

Lawful purpose
of processing

02

Categories of
information
processed

03

Authorised users
04

Access
permissions

05

Operational
procedures

06

Retention
requirements

07

Information-
sharing rules

08

Integration with
external
information
systems

Customer institution

Defines the governance policies for the
processing activity.

→
ITO platform

Provides technical capabilities that enable these
policies to be implemented within the deployed
solution.

R O L E S  A N D  R E S P O N S I B I L I T I E S

The respective roles and responsibilities of
ITO, the customer institution and other
involved parties are determined by applicable
law, contractual arrangements and the
specific processing activity.

For this reason, this document does not assign
a single universal privacy role to ITO or to its
customers. Roles are established for each
engagement.

Institution-controlled data governance 03



0 3  ·  P R I V A C Y  B Y  D E S I G N

Privacy begins at the design stage
Privacy considerations should begin during system design rather than being
introduced only after deployment.

Depending on the nature of the solution, relevant design considerations may include:

01Purpose limitation
Information should be processed for
defined and legitimate operational
purposes.

02Data minimisation
Systems should avoid unnecessary
collection or duplication of
information.

03Access limitation
Information should be accessible only
to appropriately authorised users and
systems.

04Traceability
Relevant activities should be recorded
where required to support
accountability.

05Retention
Information should not be retained
longer than required by applicable
rules and operational requirements.

06Security
Appropriate technical and
organisational measures should
protect information throughout its
lifecycle.

These considerations are applied in proportion to the nature of each solution, the information it processes and the

governance framework defined by the institution.

Privacy by design 04



0 4  ·  D A T A  M I N I M I S A T I O N  &  A U T H O R I T A T I V E  S O U R C E S

Integrate without duplicating
One of ITO's core architectural principles is to avoid unnecessary duplication of
institutional information.

Where technically and operationally appropriate, ITO platforms can integrate with authoritative information
sources rather than creating additional independent copies of the same information.

Authoritative registry
Data remains in the responsible source
system

↓

Secure integration
Controlled, documented interface

↓

ITO platform
Retrieves the information required

↓

Authorised user
Access according to institutional permissions

T H I S  A P P R O A C H  C A N

Improve data consistency
Users work with current information from the
authoritative source.

Reduce unnecessary duplication
Fewer independent copies of the same
institutional information.

Retain institutional governance
Institutions keep governance over their
authoritative information sources.

Data minimisation & authoritative sources 05



0 5  ·  A C C E S S  &  A C C O U N T A B I L I T Y

Access reflects responsibility
Access to information should reflect organisational responsibility and operational
need.

D E P E N D I N G  O N  T H E  S O L U T I O N ,  I T O
P L A T F O R M S  M A Y  S U P P O R T

Authenticated identities

Role-based access control

Organisational hierarchy

Restricted administrative functions

Audit logging

Where supported by the solution, audit
information can provide authorised personnel with
visibility into relevant system and user activities.

T H E  I N S T I T U T I O N  D E C I D E S

The institution determines who
should have access to specific
information and functionality
according to its applicable
governance model.

0 6  ·  D A T A  L I F E C Y C L E

Governance across the information lifecycle

Data governance extends throughout the lifecycle of information.

01

Collect →
02

Process →
03

Access →
04

Exchange →
05

Retain →
06

Archive or
delete

I T O  P L A T F O R M S

May provide technical mechanisms supporting
lifecycle policies.

L A W ,  I N S T I T U T I O N A L  P R O C E D U R E S  A N D
C O N T R A C T S

Determine the applicable retention, archival
and deletion requirements.

Access, accountability & data lifecycle 06



0 7  ·  D A T A  S H A R I N G  &  I N T E G R A T I O N S

Controlled exchange between systems
Information exchange between systems should occur through controlled and
documented integration mechanisms.

D E P E N D I N G  O N  T H E  A R C H I T E C T U R E ,  I N T E G R A T I O N S  M A Y  I N C L U D E

Government
registers

Identity
platforms

Document-
management
systems

Payment services

GIS platforms Sensors Other authorised information systems

Access to external information sources remains subject to the authority, policies and technical controls of the
responsible organisations.

O U R  P O S I T I O N

Integration does not create
authority to access data.
Authority must exist independently of the technology enabling the integration.

Data sharing & integrations 07



0 8  ·  P R I V A C Y  R O L E S  &  R E S P O N S I B I L I T I E S

Clear roles for every party
Each party is responsible for its own part of the processing, according to applicable
law and contractual arrangements.

Customer
institution

Defines lawful
purposes, authorised
users, operational
procedures,
retention
requirements and
institutional data-
governance policies
according to
applicable law.

D E F I N E S

ITO

Provides secure
technology,
implements agreed
controls, supports
system configuration
and performs agreed
processing activities
according to the
applicable
contractual and legal
framework.

E N A B L E S

Third parties

Remain responsible
for their respective
systems, services and
processing activities
according to their
role and applicable
obligations.

R E S P O N S I B L E  F O R
T H E I R  O W N

The precise allocation of roles is determined by applicable law, contractual arrangements and the specific
processing activity.

Privacy roles & responsibilities 08



0 9  ·  P R I V A C Y  &  S E C U R I T Y

Privacy cannot exist without security
ITO's privacy approach is therefore supported by security principles including:

01

Least privilege
02

Defence in depth
03

Secure
communication

04

Access control

05

Auditability
06

Vulnerability
management

07

Secure software
development

For additional information

ITO Security Whitepaper
ITO-TRUST-SEC-001 · ito.dev/en/trust-center

Related document →

1 0  ·  S T A N D A R D S  &  R E G U L A T O R Y  C O N T E X T

Designed to support applicable requirements

ITO designs its privacy-management approach with reference to applicable data-protection requirements and
recognised privacy-management principles.

ISO/IEC 27701
P R I VA C Y  I N F O R M AT I O N  M A N A G E M E N T

ISO/IEC 27001
I N F O R M AT I O N  S E C U R I T Y  M A N A G E M E N T

ITO's management systems are supported by ISO/IEC 27701 and ISO/IEC 27001 certifications within their certified scope.

O U R  C O M M I T M E N T

ITO designs its technology to support customers
in meeting applicable privacy and data-
protection requirements.

Specific legal obligations depend on the
jurisdiction, type of organisation,
processing purpose and nature of the

information involved.

Privacy, security & regulatory context 09



1 1  ·  P R I V A C Y  A S S U R A N C E

Information for due diligence
Customers and partners requiring additional information may request appropriate
privacy and data-governance documentation as part of procurement, implementation
or supplier-assurance activities.

D E P E N D I N G  O N  T H E  E N G A G E M E N T,  T H I S  M A Y  I N C L U D E  I N F O R M A T I O N  C O N C E R N I N G

01 Data flows 02 Processing
architecture

03 Security
controls

04 Access
management

05
Retention
capabilities

06 Integrations 07
Relevant
certifications

08
Contractual
data-protection
arrangements

Sensitive information may be provided subject to appropriate confidentiality requirements.

R E Q U E S T  D O C U M E N T A T I O N

Contact ITO through the Trust Center or the designated security
channel.

security@ito.dev
ito.dev/en/trust-center

1 2  ·  O U R  P R I N C I P L E

Data should be processed because there
is a legitimate institutional purpose —
not simply because technology makes
processing possible.

ITO designs technology to enable institutions to use data effectively while maintaining appropriate
governance, security, accountability and control.

Privacy assurance & our principle 10



I T O  T R U S T  D O C U M E N T S

Engineering
Digital Trust.
R E L A T E D  D O C U M E N T S

I T O -T R U S T- S E C - 0 0 1

ITO Security Whitepaper
T R U S T  D O C U M E N T

ITO Responsible AI Principles
T R U S T  D O C U M E N T

ITO Secure Development Overview
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